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Introduction – Homomorphic Encryption (HE)  

Homomorphic Encryption principle 

Challenges :  
• Active research area  

 many HE schemes. 
• Important complexity and 

memory consumption. 
• Significant expansion factor. 
 

Advantages :  
• No decryption in the Cloud. 
• Data are secured during 

the whole process 
(transfers and 
computations). 
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Introduction – Goals 

Develop a Prototyping and Analysis Tool for 
Homomorphic Encryption Schemes 

(PAnTHErS) to help improving research on HE 
schemes. 

 



II – PAnTHErS modeling 

1. Atomic and Specific functions 

2. HE basic functions 

3. Interest 
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PAnTHErS modeling– Atomics and Specifics 

     𝑐 = 𝑎 × 𝑏 

Inputs : 𝑎, 𝑏  

Output : 𝑐 

𝒎𝒖𝒍𝒕 

     𝑐 = 𝑎 + 𝑏 

Inputs : 𝑎, 𝑏  

Output : 𝑐 

𝒂𝒅𝒅 

     𝑐 = 𝑎%𝑏 

Inputs : 𝑎, 𝑏  

Output : 𝑐 

𝒎𝒐𝒅 

     𝑐 ← 𝑅𝑎×𝑏  

Inputs : R, 𝑎, 𝑏  

Output : 𝑐 

𝒓𝒂𝒏𝒅 

Atomic functions 
(= one operation) 

Examples:  
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PAnTHErS modeling– Atomics and Specifics 

     𝑐 = 𝑎 × 𝑏 

Inputs : 𝑎, 𝑏  

Output : 𝑐 

𝒎𝒖𝒍𝒕 

     𝑐 = 𝑎 + 𝑏 

Inputs : 𝑎, 𝑏  

Output : 𝑐 

𝒂𝒅𝒅 

     𝑐 = 𝑎%𝑏 

Inputs : 𝑎, 𝑏  

Output : 𝑐 

𝒎𝒐𝒅 

     𝑐 ← 𝑅𝑎×𝑏  

Inputs : R, 𝑎, 𝑏  

Output : 𝑐 

𝒓𝒂𝒏𝒅 

Atomic functions 
(= one operation) 

Examples:  

Specific functions 
(= series of Atomic and/or Specific 

functions) 
Example:  

Inputs :  𝑞, 𝑛, 𝑚, 𝑘 : integers 
 𝒔 : vector of size 𝑛 

  

Outputs :    𝒃, 𝐀 

𝑨 = 𝑟𝑎𝑛𝑑(𝑅𝑞 , 𝑚, 𝑛) 

𝒆 = 𝑚𝑢𝑙𝑡(𝑘, 𝒆) 

𝒆 = 𝑟𝑎𝑛𝑑(𝜒, 𝑚, 1) 

𝒃 = 𝑚𝑢𝑙𝑡(𝑨, 𝒔) 

𝒃 = 𝑎𝑑𝑑 𝒆, 𝒃  

𝒃 = 𝑚𝑜𝑑(𝒃, 𝑞) 

𝒅𝒊𝒔𝒕𝒓𝒊𝑳𝑾𝑬 
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PAnTHErS modeling– HE basic functions 

HE basic functions:  
• Series of Atomic and/or Specific functions 
• 5 HE basics: KeyGen, Enc, Dec, Add, Mult 
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PAnTHErS modeling– HE basic functions 

HE basic functions:  
• Series of Atomic and/or Specific functions 
• 5 HE basics: KeyGen, Enc, Dec, Add, Mult 

𝐾𝑒𝑦𝐺𝑒𝑛 

𝐸𝑛𝑐 

𝑀𝑢𝑙𝑡 

𝐴𝑑𝑑 

𝐷𝑒𝑐 

FV 

Example:  

Inputs :  𝑐 : tuple of polynomials 
 𝑠𝑘 : secret key  
 𝑞, 𝑡 : integers 

Output :  𝑚 

𝑫𝒆𝒄 

𝑚 = 𝑚𝑜𝑑(𝑚, 𝑞) 

𝑚 = 𝐶ℎ𝑎𝑛𝑔𝑒𝑀𝑜𝑑(𝑚, 𝑞, 𝑡) 

𝑚 = 𝐴𝑑𝑑𝑇𝑖𝑚𝑒𝑠(𝑐 0 , 𝑐 1 , 𝑠𝑘) 
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PAnTHErS modeling– Interest 

SHIELD GSW YASHE 

F-NTRU 

FV 
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PAnTHErS modeling– Interest 

SHEILD GSW YASHE 

F-NTRU 

FV 



III – PAnTHErS analysis 

1. Complexity and memory cost 

2. Atomics analysis 

3. Specific and HE basic analysis 

4. HE scheme analysis 
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PAnTHErS analysis – Complexity and memory cost 

Complexity:  table containing number of operations performed. 

Memory:  table containing characteristics of parameters created. 

MULT ADD DIV MOD RAND ROUND 

INT 𝑚 × 𝑑 0 0 0 0 0 

POLY 𝑚 × 𝑛 𝑚 × 𝑛 0 𝑚 𝑛 + 1 . 𝑚 0 

Example: 

Name Rows Cols Type Degree 

𝑨 𝑛 𝑚 POLY 2048 

𝒄 𝑚 1 POLY 2048 

𝒃 𝑚 1 POLY 2048 

Example: 



Atomic functions 

25/04/2017 Journées Codage & Cryptographie 12 

PAnTHErS analysis – Atomics analysis 

     𝑐 = 𝑎 + 𝑏 

Inputs : 𝑎, 𝑏  

Output : 𝑐 

𝒂𝒅𝒅 
     𝐶𝑜𝑚𝑝𝑙𝑒𝑥𝑖𝑡𝑦[𝑡𝑦𝑝𝑒(𝑎)][𝐴𝐷𝐷]  +=  𝑎. 𝑟𝑜𝑤𝑠 ∗ 𝑎. 𝑐𝑜𝑙𝑠  

Inputs : 𝑎, 𝑏  

Output : 𝑐 

𝑪𝒐𝒎𝒑𝒍𝒆𝒙𝒊𝒕𝒚. 𝒂𝒅𝒅 

     𝑀𝑒𝑚𝑜𝑟𝑦 += [𝑐, 𝑎. 𝑡𝑦𝑝𝑒, 𝑎. 𝑟𝑜𝑤𝑠, 𝑎. 𝑐𝑜𝑙𝑠, 𝑎. 𝑑𝑒𝑔𝑟𝑒𝑒] 

Inputs : 𝑎, 𝑏 

Output : 𝑐 

𝑴𝒆𝒎𝒐𝒓𝒚. 𝒂𝒅𝒅 

link 

link 

Example:  
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PAnTHErS analysis – Specifics and HE basics analysis 

𝒅𝒊𝒔𝒕𝒓𝒊𝑳𝑾𝑬 

Example:  

Specific functions 

Inputs :  𝑞, 𝑛, 𝑚, 𝑘 : integers 
 𝒔 : vector of size 𝑛 

  

Outputs :    𝒃, 𝐀 

𝑨 = 𝑟𝑎𝑛𝑑(𝑅𝑞 , 𝑚, 𝑛) 

𝒆 = 𝑚𝑢𝑙𝑡(𝑘, 𝒆) 

𝒆 = 𝑟𝑎𝑛𝑑(𝜒, 𝑚, 1) 

𝒃 = 𝑚𝑢𝑙𝑡(𝑨, 𝒔) 

𝒃 = 𝑎𝑑𝑑 𝒆, 𝒃  

𝒃 = 𝑚𝑜𝑑(𝒃, 𝑞) 
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PAnTHErS analysis – Specifics and HE basics analysis 
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Example:  

Specific functions 
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PAnTHErS analysis – Specifics and HE basics analysis 

𝑭𝑽𝑫𝒆𝒄 

Example:  

HE basic functions 

Inputs :  𝑐 : tuple of polynomials 
 𝑠𝑘 : secret key  

Output :  𝑚 

𝑚 = 𝑚𝑜𝑑(𝑚, 𝑞) 

𝑚 = 𝐶ℎ𝑎𝑛𝑔𝑒𝑀𝑜𝑑(𝑚, 𝑞, 𝑡) 

𝑚 = 𝐴𝑑𝑑𝑇𝑖𝑚𝑒𝑠(𝑐 0 , 𝑐 1 , 𝑠𝑘) 
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PAnTHErS analysis –HE scheme analysis 

HE Scheme 

Input 
parameters 

Keys, 
ciphertexts, 
plaintexts. 

Execution of a HE scheme 
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PAnTHErS analysis –HE scheme analysis 

HE Scheme 

Input 
parameters 

Input 
parameters 

Keys, 
ciphertexts, 
plaintexts. 

Complexity, 
memory cost. 

Execution of a HE scheme Execution of HE scheme analysis 

HE Scheme 
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PAnTHErS usage 



V – Results  
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1. FV and YASHE complexity 

2. FV and YASHE memory cost 

3. FV and YASHE depth 
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Results – FV and YASHE complexity 

Ref :  Migliore, V., Bonnoron, G., and Fontaine, C. 
(2017). Determination and exploration of 
practical parameters for the latest Somewhat 
Homomorphic Encryption (SHE) schemes. 
Working paper or preprint. 

𝑛 1024 2048 4096 8192 

max.  log2(𝑞) 46 88 174 348 

𝑅 =  ℤ 𝑥 /Φ𝑑(𝑥),  𝑛 = 𝜑 𝑑  
𝑅𝑞 = 𝑅/𝑞𝑅 

Integer base 𝑤 
Plaintext space : 𝑅𝑡 = 𝑅/𝑡𝑅 
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Results – FV and YASHE complexity 

Fixed parameter:  log2(𝑤)  = 32 Here, 𝜔 = log2(𝑤) 

𝑛 1024 2048 4096 8192 

max.  log2(𝑞) 46 88 174 348 

𝑅 =  ℤ 𝑥 /Φ𝑑(𝑥),  𝑛 = 𝜑 𝑑  
𝑅𝑞 = 𝑅/𝑞𝑅 

Integer base 𝑤 
Plaintext space : 𝑅𝑡 = 𝑅/𝑡𝑅 
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Results – FV and YASHE memory cost 

Here, 𝜔 = log2(𝑤) 

KeyGen function Mult function 

𝑛 1024 2048 4096 8192 

max.  log2(𝑞) 46 88 174 348 

𝑅 =  ℤ 𝑥 /Φ𝑑(𝑥),  𝑛 = 𝜑 𝑑  
𝑅𝑞 = 𝑅/𝑞𝑅 

Integer base 𝑤 
Plaintext space : 𝑅𝑡 = 𝑅/𝑡𝑅 
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Results – FV and YASHE depth 

Fixed parameter:  log2(𝑤)  = 32 Here, 𝜔 = log2(𝑤) 

𝑛 1024 2048 4096 8192 

max.  log2(𝑞) 46 88 174 348 

𝑅 =  ℤ 𝑥 /Φ𝑑(𝑥),  𝑛 = 𝜑 𝑑  
𝑅𝑞 = 𝑅/𝑞𝑅 

Integer base 𝑤 
Plaintext space : 𝑅𝑡 = 𝑅/𝑡𝑅 
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Conclusion 

𝐾𝑒𝑦𝐺𝑒𝑛 

𝐸𝑛𝑐 

𝑀𝑢𝑙𝑡 

𝐴𝑑𝑑 

𝐷𝑒𝑐 

FV 

Inputs : 𝑐 : tuple of polynomials 
              𝑠𝑘 : secret key  
              𝑞, 𝑡 : integers 

Output :       𝑚 

𝑫𝒆𝒄 

𝑚 = 𝑚𝑜𝑑(𝑚, 𝑞) 

𝑚 = 𝐶ℎ𝑎𝑛𝑔𝑒𝑀𝑜𝑑(𝑚, 𝑞, 𝑡) 

𝑚 = 𝐴𝑑𝑑𝑇𝑖𝑚𝑒𝑠(𝑐 0 , 𝑐 1 , 𝑠𝑘) 

HE scheme modeling :  
5 HE basic functions composed of Atomic and Specific functions.  
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Conclusion 

Filling the library implies faster modeling for new HE schemes. 

𝐾𝑒𝑦𝐺𝑒𝑛 

𝐸𝑛𝑐 

𝑀𝑢𝑙𝑡 

𝐴𝑑𝑑 

𝐷𝑒𝑐 

FV 

Inputs : 𝑐 : tuple of polynomials 
              𝑠𝑘 : secret key  
              𝑞, 𝑡 : integers 

Output :       𝑚 

𝑫𝒆𝒄 

𝑚 = 𝑚𝑜𝑑(𝑚, 𝑞) 

𝑚 = 𝐶ℎ𝑎𝑛𝑔𝑒𝑀𝑜𝑑(𝑚, 𝑞, 𝑡) 

𝑚 = 𝐴𝑑𝑑𝑇𝑖𝑚𝑒𝑠(𝑐 0 , 𝑐 1 , 𝑠𝑘) 

SHIELD GSW F-NTRU 

HE scheme modeling :  
5 HE basic functions composed of Atomic and Specific functions.  
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Conclusion 

     𝑐 = 𝑎 + 𝑏 

Inputs : 𝑎, 𝑏  

Output : 𝑐 

𝒂𝒅𝒅 
     𝐶𝑜𝑚𝑝𝑙𝑒𝑥𝑖𝑡𝑦[𝑡𝑦𝑝𝑒(𝑎)][𝐴𝐷𝐷]  +=  𝑎. 𝑟𝑜𝑤𝑠 ∗ 𝑎. 𝑐𝑜𝑙𝑠  

Inputs : 𝑎, 𝑏 

Output : 𝑐 

𝑪𝒐𝒎𝒑𝒍𝒆𝒙𝒊𝒕𝒚. 𝒂𝒅𝒅   

     𝑀𝑒𝑚𝑜𝑟𝑦 += [𝑐, 𝑎. 𝑡𝑦𝑝𝑒, 𝑎. 𝑟𝑜𝑤𝑠, 𝑎. 𝑐𝑜𝑙𝑠, 𝑎. 𝑑𝑒𝑔𝑟𝑒𝑒] 

Inputs : 𝑎, 𝑏 

Output : 𝑐 

𝑴𝒆𝒎𝒐𝒓𝒚. 𝒂𝒅𝒅  

link 

link 

Atomic , specific & HE basic 
functions analysis:  
Atomic, specific & HE basic 
functions are linked to their 
complexity and memory cost 
analysis functions. 
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Conclusion 

Atomic , specific & HE basic 
functions analysis:  
Atomic, specific & HE basic 
functions are linked to their 
complexity and memory cost 
analysis functions. 

F-NTRU 

F-NTRU 

F-NTRU 

link 

link 

Automated generation of HE 
scheme analysis functions. 

     𝑐 = 𝑎 + 𝑏 

Inputs : 𝑎, 𝑏  

Output : 𝑐 

𝒂𝒅𝒅 
     𝐶𝑜𝑚𝑝𝑙𝑒𝑥𝑖𝑡𝑦[𝑡𝑦𝑝𝑒(𝑎)][𝐴𝐷𝐷]  +=  𝑎. 𝑟𝑜𝑤𝑠 ∗ 𝑎. 𝑐𝑜𝑙𝑠  

Inputs : 𝑎, 𝑏 

Output : 𝑐 

𝑪𝒐𝒎𝒑𝒍𝒆𝒙𝒊𝒕𝒚. 𝒂𝒅𝒅   

     𝑀𝑒𝑚𝑜𝑟𝑦 += [𝑐, 𝑎. 𝑡𝑦𝑝𝑒, 𝑎. 𝑟𝑜𝑤𝑠, 𝑎. 𝑐𝑜𝑙𝑠, 𝑎. 𝑑𝑒𝑔𝑟𝑒𝑒] 

Inputs : 𝑎, 𝑏 

Output : 𝑐 

𝑴𝒆𝒎𝒐𝒓𝒚. 𝒂𝒅𝒅  

link 

link 
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           HE expert interprets PAnTHErS data… 

          …to select the scheme which fits better his  

      application. 
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